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(57) ABSTRACT 

A network repeater having a plurality of repeater ports 
selectively establishes links with remote nodes at one of two 
data rates based on the capabilities of the remote network 
node and a determined link integrity. A network repeater 
establishes a link with a network node using auto- 
negotiation techniques to establish a 100 Mb/s link. The 
network repeater than monitors the link for symbol errors, 
and determines an integrity of the link based on a detected 
number of symbol errors relative to a prescribed threshold in 
a dual-counter configuration. If the detected number of 
symbol errors counted by the first counter reaches a first 
threshold within a first number of received symbols, the 
second counter is incremented and the first counter reset. If 
over a second, longer interval the second counter reaches a 
second threshold, indicating repeated symbol errors over a 
greater distribution of received symbols, the network 
repeater performs a down shifting operation by breaking the 
established 100 Mb/s link, and restarting auto-negotiation to 
establish a 10 Mb/s link. Hence, the network repeater may 
monitor high-speed links for link integrity, and selectively 
downshift a link encountering a substantial number of errors 
to a reduced data rate, without a necessity of a network 
manager or other remote management agent. 

16 Claims, 2 Drawing Sheets 
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ARRANGEMENT IN A NETWORK There is also a need for an arrangement in a network 

REPEATER FOR MONITORING LINK having a repeater for monitoring the link status of high speed 

INTEGRITY BY MONITORING SYMBOL data links, and automatically changing a selected high speed 

ERRORS ACROSS MULTIPLE DETECTION data link to a slower data rate based on detection of a 

INTERVALS 5 marginal or unacceptable link status on the selected high 

speed data link. 

CROSS REFERENCE TO RELATED There is also a need for an arrangement in a network 

APPLICATIONS repeater for monitoring the link status of high speed data 

This application claims priority from copending Provi- n hnks > where the error rate of a link can be reliably deter- 

sional Application No. 60/076,360, filed Feb. 27, 1998. 10 mmed des P lte lhe P resence of transient errore thal ma y 

otherwise create the perception of an artificially high error 

BACKGROUND OF THE INVENTION rate. 

a r- i j i These and other needs are obtained by the present 

1. Field of the Invention . . . •* u * 

invention, where a network repeater monitors each repeater 

The present invention relates to network repeaters, more 15 p0ft Unk m communication with a remote network node at 

specifically to units incorporating two or more IEEE 802.3 a corresponding data rate. The network repeater monitors 

compliant repeaters each operating at different data rates. each ^ by counting in a first counter a detected number of 

The principle of monitoring Unk integrity and adjusting sym b 0 l errors within a first interval. A second counter may 

operating speed to minimize error rate may also be applied also be used for leased accuracy in detecting a symbol 

to other networking equipment, including Bridges, Routers, 20 errof fate In such cases> the ^ i ncr emented 

Network interfaces and switches. ^ the detec tcd number of symbol errors exceeds a first 

2. Background Art threshold within the first interval. If the second counter 
Network repeaters are typically used to connect between reaches a second threshold within a second interval, sub- 
network nodes, for example network stations serving as data stantially longer than the first interval, then the link integrity 
terminal equipment (DTE) on different uciwurk media. 25 is deemed to have an unacceptably high error. 
Repeaters provide the advantage of extending the physical According to one aspect of the present invention, a 
distance between network nodes by receiving a data packet method in a network repeater includes establishing a link 
from one network medium, reconditioning the physical with a remote network node at a prescribed rate via a 
signal, and outputting the data packet to a second network ^ network medium, and determining an integrity of the link, 
medium. The repeater may also forward carrier sense and The integrity of the link is determined by counting in a first 
collision signals, effectively extending the collision domain counter a detected number of symbol errors within a first 
of one medium onto the second medium. interval, incrementing a second counter if the detected 

Repeaters interconnecting network nodes on different number of symbol errors exceeds a first threshold within the 

network media have conventionally been configured to 35 first interval, and determining if the second counter reaches 

connect only networks operating at the same transmission a second threshold within a second interval including a 

rate. One problem encountered in higher-speed networks, successive plurality of the first intervals, the link integrity 

for example 100 Mb/s IEEE 802.3 networks, is the identi- based on the second counter reaching the second threshold 

fication of a link, between the network repeater and a remote within the second interval. Use of the first and second 

network node on one of the network repeater ports, having 4Q counters enables the monitoring of symbol errors to be more 

a poor level of integrity. In particular, there is a need to evenly distributed, minimizing the possibility of transient 

discover links between a repeater port and a network node symbol errors generating an artificially high symbol error 

that are not performing up to specifications, for example due rate. 

to a poor cable connection or condition, a faulty network An additional feature of this aspect includes selectively 

interface device at the remote node, etc. 45 reducing the data rate on the network medium to a reduced 

One proposal for handling link failure is by using network data rate in response to the number of symbol errors exceed- 

management capabilities, for example, a remote manage- ing prescribed threshold. Hence the network repeater, upon 

ment function (i.e., network manager) configured for moni- detecting that the number of symbol errors exceeds the 

toring and controlling operations of the repeater and the prescribed threshold, may reduce the data rate on the iden- 

network nodes. For example, a remote management tech- 50 tified link in an effort to provide a more reliable link that has 

nique may use a management protocol to transmit manage- a reduced number of symbol errors occurring relative to the 

ment information between the repeater and the network link having the higher data rate. 

manager. However, such an arrangement necessarily relies Another aspect of the present invention provides a net- 
on a management function, and hence is inapplicable in work repeater having a plurality of repeater ports, configured 
unmanaged network. Moreover, the monitoring of links by 55 for sending and receiving data packets between remote 
a centralized network manager requires that each unit to be nodes via respective network media. The network repeater 
managed must incorporate a function to handle the manage- includes a first repeater core configured for sending and 
ment protocol (an agent), thereby increasing the complexity receiving data packets between a first group of the repeater 
and processing requirements of the managed unit, e.g., a ports according to a first data rate, and a second repeater core 
repeater. 60 configured for sending and receiving data packets between 

SUMMARY OF THF INVFNTTfiN * SeC ° nd &0U * ° f the fepeater ^ acCordin S 10 3 SeCOnd 

SUMMARY OF THE INVLN I ION dftU fat6 sk)wer ^ ^ ^ data fate ^ auto . negoliatkm 

There is a need for an arrangement for interconnection of unit is configured for selecting one of the first and second 

different speed network nodes using a repeaters, where the data rates for establishment of links between the repeater 

link integrity between a repeater and the network nodes can 65 ports and the respective remote nodes via the respective 

be reliably monitored without the necessity of a network network media. A symbol error detector is configured for 

manager. detecting a number of symbol errors on at least one of the 
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links operating at the first data rate. The symbol error As described below, the repeater 10 also includes a 10 
detector includes a first counter for counting a detected Mb/s back plane 18 and a 100 Mb/s back plane 20, enabling 
number of symbol errors within a first interval, and a second the repeater 10 to be connected to other similar repeaters, 
counter for counting, within a second interval larger than the effectively forming a large port-count repeater, 
first interval, a number of the first intervals having the 5 The repeater 10 also includes a 10 Mb/s repeater core 22 
detected number of symbol errors exceeding a first pre- an d a iqo Mb/s repeater core 24. The repeater cores 22 and 
scribed threshold. A controller detects an integrity of at least 24 are configured for sending and receiving data packets 
the one link based on the counter value of the second counter between selected repeater ports according to the respective 
reaching a second threshold within the second interval. The d a u rates. In particular, the repeater 10 includes a port 
symbol error detector can detect the number of symbol 10 switching and steering interface 26 configured for selec- 
errors on at least one link, enabling monitoring of each link tively connecting each network port 14 to one of the repeater 
without the necessity of an external management function. cores 22 or 24 based on the corresponding link speed of the 
Moreover, the use of the first and second counters ensures repeater port 14. For example, if the repeater port 14a is 
that the symbol error detector does not erroneously deter- configured for sending and receiving data packets via 
mine a poor link integrity merely due to a presence of 15 medium 16a at the link speed of 10 Mb/s, the port switching 
transient errors within one or two of the first detection arK j steering interface 26 connects the repeater port 14a to 
intervals. The controller thus enables the link to be reduced the repeater core 22. Similarly, if the repeater port 146 is 
to a lower speed in the event that a higher number of symbol configured for sending and receiving data packets on the 
errors are detected over a plurality of the first intervals, medium 16b at the link speed of 100 Mb/s, the port 
indicating a higher incidence of symbol errors over a greater 20 switching and steering interface 26 connects the repeater 
distribution. port 14b to the 100 Mb/s repeater core 24. The port switch- 
Additional advantages and novel features of the invention ing and steering interface 26 may be implemented as a 
will be set forth in part in the description which follows, and plurality of multiplexers that selectively connect each port 
in part will become apparent to those skilled in the art upon 14 to the appropriate repeater core 22 or 24 depending on the 
examination of the following or may be learned by practice 25 determined link speed for the corresponding repeater port 
of the invention. The advantages of the invention may be 14. 

realized and attained by means of the instrumentalities and The repeater cores 22 and 24 are implemented as state 

combinations particularly pointed out in the appended machines configured for operation compliant with IEEE 

claims. 802.3 Section 9 and Section 27, respectively. In particular, 

mMr ^ mm „ nn A ,, 7T%T ^ 0 30 the 10 Mb/s repeater state machine 22 is configured such that 

BRIEF DESCRIPTION OF THE DRAWINGS aU re?eater ^ Mfl operating fa ^ 1Q ^ collision 

Reference is made to the attached drawings, wherein domain, within the repeater 10 or via a 10 Mb/s expansion 

elements having the same reference number designations bus coupled to the back plane 18, form a single repeater that 

represent like elements throughout and wherein: is compliant with IEEE 802.3 Section 9. If any single port 

HG. lis a block diagram of a network repeater according 35 U connected to the 10 Mb/s repeater state machine 22 

to an embodiment of the present invention. ~ senses the start of a valid Pf cket > th f, re P eate L r core 22 wU1 

_ . „ - . M1 t . # . . i « . retransmit the received packet on all the other ports con- 

FIG 2 is a flow diagram illustrating the method in the ^ ^ & ^ detected ^ 

network repeater of controlling transmissions according to ^ ^ ^ ^ ^ {Q ^ 1Q Mb/& 

an embodiment of the present invention. 4 o ^ion bus coupled to the backplane 18 to facilitate 

BEST MODE FOR CARRYING OUT THE designs using multiple repeaters 10. When retransmitting a 

INVENTION packet, the repeater, core 22 ensures that the outgoing 

packets comply with IEEE 802.3 signal amplitude, 

FIG. 1 is a block diagram of a network repeater 10 symmetry> an d jitter requirements based on a clock that is 

configured for transmitting data packets between remote 45 intefnal (Q the repeater 10 . In addition, the repeater core 22 

network nodes 12 according to an embodiment of the will ensure that the preamble will have a mimmum of 56 bits 

present invention. The repeater 10 is a fully integrated before ^ staft of frame delimiter (SFD ). 

multiple port repeater that can operate at both 10 Mb/s and „ . , , , ... . 

100 Mb/s. In particular, the repeater 10 includes four The repeater core 22 also detects and responds to colhaon 

' " * . ' .. / . . . . . ... „ conditions on all ports connected to the repeater core 22 as 

repeaterportsMthat.ransmitandrece.vedatapacketsmth 50 IEEE 802.3, Section 9, including collision 

the respecuve remote network nodes 12 according to IEEE £ ; ^ 

802.3 protocol. Each repeater port 14 establishes a link with y 

the corresponding network node 12 at a prescribed data rate Other recognized functions are performed by the repeater 

(e.g., 10 Mb/s or 100 Mb/s) via a network medium 16, for core 22 to ensure reliable transfer of data in the 10 Mb/s 

example category 3 unshielded twisted pair (UTP) or cat- 55 collision domain for example fragment extension and auto- 

egory 5 UTP cable. As described below, each repeater port partition/recognition. 

14 automatically configures to the speed of the remote The 100 Mb/s repeater core 24 is implemented as a state 

network nodes 12 using negotiation protocols. As recog- machine configured such that all ports operating in the 100 

nized in the art, the 10-BASE-T protocol specifies transmit- Mb/s collision domain in the repeater 10, or via the 100 Mb/s 

ting Ethernet (IEEE 802.3) data packets at 10 Mb/s over 60 backplane 20, form a single repeater that is compliant to 

twisted pair of UTP wiring, where the maximum cable IEEE 802.3u Section 27. In particular, if any port 14 

segment distance is 100 meters from the node 12 to the connected to the 100 Mb/s core 24 senses the start of a valid 

repeater 10. The 100 BASE-TX standard specifies transmis- packet, the repeater core 24 will transmit the received packet 

sion of Ethernet (IEEE 802.3) data packets at 100 Mb/s over on all the other connected ports unless a collision is detected, 

two pairs of category 5 UTP wiring, where the maximum 65 The repeated data is also supplied to the backplane 20 for 

cable segment distance is 100 meters from the node 12 to the transmission to other repeaters connected to the backplane 

repeater 10. 20. As described above, the 100 Mb/s repeater core 24 
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ensures that the outgoing packet on a transmit port complies to a first threshold to determine if a first error rate has been 

with the IEEE 802.3u (Sections 24, 25 and 27) signal reached within the first interval. The single counter 48 may 

amplitude, symmetry, and jitter requirements. The transmit- be used for monitoring link integrity if simplicity is pre- 

ted signal is also retimed by an internal clock. Other ferred. In such a case, an up/down counter is used as an error 

recognized functions are performed by the repeater core 24 5 rale coumer thal incremenls in response l0 cach delected 

to ensure reliable transfer of data in the 100 Mb/s collision , , , , t . c , , 4 Jf 

domain symbol error and decrements if no errors are detected for an 

"repeater 10 also includes an auto-negotiation unit 30, corresponding to the first interval (i.e., if the pre- 

management control logic 32, and a link controller 34. He scnbed number 01 s y mbols are error free >- 

auto-negotiation unit 30 performs auto-negotiation as 10 if resistance to transient symbol errors is preferred, the 

defined in IEEE 802.3 Section 28. The auto-negotiation unit second counter 34 is used in combination with the first 

30 uses auto-negotiation protocol to establish a link between counter 48. The second counter 54 is incremented during 

each repeater port 14 in the corresponding node 12 accord- each of ^ fi(st mtervals where the detected number of 

ing to a selected data rate based upon the capabilities of the bo , emTS m CQUnter 48 k of exceeds , first , hresh . 

corresponding node 12. For example if the remote node 12a 15 o , d H ^ Ma ^ counts ^ number of fin| 

is capable of transmitting at 100 Mb/s, the auto-negot.at.on ^ detecIed number Qf { cmm 

unit 30 establishes the link between the repeater port 14a and a . ., ... , Ifl , , , „ 

the remote network node 12a at a 100 Mb/s data rate (100 the f* Cnbe ? threS f h ^ d If the J* W f ^ 

BASE-TX). However, if the remote node 12a is not able to 34 determines that the value of the second counter 54 

send and receive data packets at 100 Mb/s, the auto- 20 exceeds a second threshold within a second mterval defined 

negotiation unit 30 establishes the link between the repeater b V a number of received s y mbols substantially greater than 

port 14a and remote node 12a via the network medium 16a the interval, then the link controUer 34 determines that 

at 10 Mb/s (10 BASE-T). In particular, the auto-negotiation the link encounters an unacceptably high error rate. As 

unit 30 uses a burst of link pulses referred to as fast link described below, the counters 48 and 54 are reset by the 

pulses (FLPs), that are spaced between 55 microseconds and 25 symbol monitor 56. which monitors the number of received 

100-140 microseconds so as to be ignored by a standard 10 ~ symbols, such that a first number of symbols define a first 

BASE-T receiver. The FLP burst contains information about interval for the first counter 48, and a second number of 

the capabilities of the transmitting device namely the received symbols define a second interval for the second 

repeater port 14. The remote network node 12 capable of 100 counter 54. 

Mb/s transmission and reception decodes the FLP burst to 10 . ^ . , „ . , , A 

learn about the capabilities of the transmitting device 14. As f own m ; the hnk controller 34 includes a table 

The repeater 10 also includes management control logic 5 ? a ^ * f 1 **^* 52 ' ™ e f* e 50 store ^a plurality 

32 that provides an interface to a processor 40 acting as a of available thresholds for each of the counters 48 and 54, 

network manager. Hie management control logic 32 allows and the sclect or circuit 52 selects two of the available 

the network manager 40 to perform indirect access of the 35 thresholds for the first and second thresholds corresponding 

control registers within the network repeater 10, configured to unacceptable symbol error rates within respective first and 

in accordance with IEEE 802.3u Section 22. second detection intervals based on a selection signal from 

The link controller 34 is configured for selectively chang- the management control logic 32 or by some other means 

ing the established links between the repeater ports 14 and allowing a threshold to be selected in a system without 

the remote network nodes 12 from the 100 Mb/s data rate to 40 management. Hence, the repeater 10 may be initially pro- 

the 10 Mb/s data rate based on a detected reduction in the grammed with a plurality of thresholds stored in table 50, 

link integrity. Specifically, the link controller 34 is config- and a configuration register may also be programmed for 

ured for detecting and correcting for excessive error rate in selecting one of the thresholds, as well as the selected 

the 100 Mb/s links, for example due to faulty cabling or enabling of the downshift operation on a per-port basis, 

equipment. The integrity of the link each 100 Mb/s link is 45 ^ . . , - 

determined by performing a high-speed link integrity check FIG - 2 » a dia g ram Crating a method for controlling 

on each 100 Mb/s link. Specifically, each repeater port 14 transmission by monitoring link integrity and selectively 

includes a 10 Mb/s physical layer transceiver 42, a 100 Mb/s reducing the data transmission rate on a repeater port 14 

physical layer transceiver 44, plus a symbol error detector having a link with a detected number of symbol errors 

46, a first counter 48, a second counter 54, and a symbol 50 reaching a prescribed threshold. FIG. 2 only illustrates the 

monitor 56. The symbol error detector 46 is configured for process for one port. In any multiport repeater such as the 

detecting a number of symbol errors on the corresponding one shown in FIG. 1 each port will have its own set of 

link when the repeater port 14 uses the 100 Mb/s transceiver processes, and all processes will run simultaneously. The 

44 operating at the 100 Mb/s data rate. The counter 48 may methods begin in step 60, where the counters 48 and 54 in 

be configured for incrementing a counter value in response 55 each of the repeater ports 14 are reset to zero. The auto- 

to each of the detected symbol errors from the PHY 44 negotiation unit 30 then initiates a link start up procedure in 

within a first interval. Note that a single symbol monitor 56 step 62 every time a link to a station 12 is connected, 

may alternatively be used to monitor symbol errors on all powered on or reset by a hard reset, or following down 

ports 14, eliminating duplicate circuitry. shifting as described below with respect to step 82. Assum- 

As described below, the link controller 34 monitors the 60 mg mat at least one network port 14 (e.g., 14a) has a link 

integrity of the link based on the presence of symbol errors established at 100 Mb/s, the corresponding timer 54 is 

detected by the second counter 54 distributed over a sue- started in step 62. 
cessive number of primary detection intervals. In particular, 

the first counter 48 counts a detected number of symbol The symbol error detector 46 begins to monitor the 

errors within a first interval that corresponds to a first 65 corresponding hnk (erg., 16a) in step 64. Any coded sym- 

prescribed number of received symbols as detected by the bols not matching one of the symbols in Table I are detected 

symbol monitor 56. The value of the counter 48 is compared as a symbol error. 
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TABLE 1 



Symbol Definitions 



Symbol 



/UPY\ 


MT57 


4b/5b 


Interpretation 


o 


0000 


11110 


Data 0 


I 


0001 


01001 


Data 1 


2 


0010 


10100 


Data 2 


3 


0011 


10101 


Data 3 


4 


UiUU 


m rim 




5 


0101 


01011 


Data 5 


6 


0110 


onio 


Data 6 


7 


0111 


01111 


Data 7 


8 


1000 


10010 


Data 8 


9 


1001 


10011 


Data 9 


A 


1010 


10110 


Data A 


B 


1011 


10111 


Data B 


C 


1100 


11010 


Data C 


D 


1101 


11011 


Data D 


E 


1110 


11100 


Data E 


F 


1111 


11101 


Data F 


Idle 


Undefined 


inn 


Idle Symbol 


J 


0101 


11000 


Start of Stream 








Delimiter: 1 of 2 


K 


0101 


10001 


Start of Stream 








Delimiter: 2 of 2 


T 


Undefined 


01101 


End of Stream 








Delimiter: 1 cf 2 


R 


Undefined 


00111 


End of Stream 








Delimiter: 2 of 2 



10 



15 



20 



25 



30 



Once the link has been reestablished at 10 Mb/s, it will 
remain there until it is broken via outside intervention. It 
could be because the Link Partner breaks the link, the cable 
is disconnected, management restarts auto-negotiation, man- 
agement disables auto-negotiation, or any number of other 
things that could cause the link to break. Once the link is 
broken and auto-negotiation is enabled, the link is reestab- 
lished at 100 Mb/s. All the counters are reset and the error 
monitor continues checking for symbol errors. 

According to the disclosed embodiment, 100 Mb/s data 
bits can be easily monitored to determine whether link 
integrity is not performing to required specifications, for 
example, due to bad cable or poorly-performing hardware 
circuitry, etc. The disclosed arrangement minimizes the 
requirements for the network manager 40 to continually 
monitor the link status for each of the network ports. 
Moreover, the link controller, upon detecting the symbol 
error rate reaching a prescribed threshold, effectively down- 
shifts the corresponding repeater port by breaking the link 
and establishing a new link at the reduced data rate. 

Although the disclosed arrangement describes a single 
link controller 34 serving each of the repeater ports 14, and 
link controller 34 may alternately be implemented in each of 
the repeater ports 14, such that each repeater port 14 is 
capable of independently monitoring and controlling its own 
link based on detected symbol error rates. Alternatively, the 
symbol error detectors, counters, and timers may be cen- 
trally located with the link controller 34 to provide a more 
centralized architecture. 

While this invention has been described in connection 
with what is presently considered to be the most practical 
and preferred embodiments, it is to be understood that the 
invention is not limited to the disclosed embodiments, but, 
on the contrary, is intended to cover various modifications 
and equivalent arrangements included within the spirit and 



A False Carrier (Data Stream not beginning with/J/K/) is 
delected as a symbol error. Any data stream that does not 
transition into Idle with/T/R/I/is detected as a symbol error. 

The Symbol Counter 56 is set for a threshold il and the 
Symbol Error Counter 1 (48) is set to a threshold Tl. The 

ratio of Tl to il corresponds to the selected error rate. For . 
example, if the selected error rate is 10 8 (1 error every 10 8 35 scope of the appended claims 
data bits), il is set to 25*10 7 and Tl is set to 1. This allows 
for a ratio of 1 symbol for every 4-decoded data bits. If Tl 
is set higher il must be correspondingly increased. In this 
example if Tl is 5, il must be 12.5*10\ 

Counter 2 (54) establishes the repeatability of the rela- 40 
tionship between Counter 1 (48) and Symbol Counter 56. 
Counter 2 (54) increments whenever Counter 1 (48) meets 
Tl errors at il symbols. It is reset to 0 if Counter 1 is less 
than Tl at il symbols. The threshold T2 is somewhat 
arbitrary. If Counter 2 increments to T2 counts the error 
monitor has detected that the error rate consistently main- 
tains the error rate threshold. If Counter 2 (54) cannot get to 
T2, there is a reasonable chance that the error is bursty and 
does not represent the designated error rate. 

Once link is established at 100 Mb/s, the symbol Counter 
56 continuously increments for every detected symbol in 
step 64 and resets itself every il symbols in step 72. The 
error monitor 46 monitors the symbol errors in step 66, for 
interval i a symbols. Counter 1 (48) increments in step 68 for 
every error detected. When the Symbol Counter equals il in 55 
step 70, counter 1 is checked in step 72 to see if the error 
count has exceeded the threshold. If counter 1 has not 
exceeded the threshold all the counters are reset in step 74. 
If Counter 1 equals or exceeds the threshold, Counter 2 is 
incremented in step 76. In either case counter 1 is reset and 
the Symbol counter 56 (i.e. internal counter) is reset. 

If Counter 2 is incremented, Counter 2 is checked in step 
78 to see if it has exceeded threshold T2. If T2 is exceeded, 
the link is broken and reestablished at 10 Mb/s in step 80. 
This can be done by either forcing the data rate to 10 Mb/s 65 
or by setting the 100BASE-TX bits in Register 4 (Bit 8 and 
Bit 7) to 0 before restarting auto-negotiation. 
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What is claimed is: 

1. A method in a network repeater, comprising: 
establishing a link with a remote network node at a 

prescribed data rate via a network medium; and 
determining an integrity of the link by: 

(1) counting in a first counter a detected number of 
symbol errors within a first interval, 

(2) incrementing a second counter if the detected 
number of symbol errors exceeds a first threshold 
within the first interval, and 

(3) determining if the second counter reaches a second 
threshold within a second interval including a suc- 
cessive plurality of the first intervals, the link integ- 
rity based on the second counter reaching the second 
threshold within the second interval. 

2. The method of claim 1, wherein the first interval 
corresponds to a first prescribed number of symbols received 
from the remote network node. 

3. The method of claim 2, wherein the second interval 
corresponds to a second prescribed number of received 
symbols substantially larger than the first prescribed number 
of received symbols. 

4. The method of claim 3, wherein the counting step 
includes resetting the first counter upon reaching the first 
prescribed number of received symbols. 

5. The method of claim 4, wherein the incrementing step 
includes resetting the second counter if the first counter does 
not reach the first threshold upon reaching the first pre- 
scribed number of received symbols. 

6. The method of claim 4, further comprising resetting the 
second counter upon reaching the second prescribed number 
of received symbols. 
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7. The method of claim 1, wherein the first threshold 
corresponds to a selected significant bit of the detected 
number of symbol errors, the incrementing step including 
detecting a transition in the selected significant bit of the 
detected number of symbol errors. 

8. The method of claim 1, wherein the second threshold 
corresponds to a selected significant bit of the value of the 
second counter, the incrementing step including detecting a 
transition in the selected significant bit of the value of the 
second counter. 

9. The method of claim 1, further comprising supplying at 
least one of the first and second thresholds to the network 
repeater via a serial interface. 

10. The method of claim 1, further comprising generating 
a signal indicating a problem in the integrity of the link in 
response to the second counter reaching the second thresh- 
old. 

11. The method of claim 1, further comprising selectively 
reducing the data rate on the network medium from the 
prescribed data rate to a reduced data rate in response to the 
second counter reaching the second threshold within the 
second interval. 

12. The method of claim 1, wherein the first and second 
thresholds represent a first symbol error rate and a second 
symbol error rate, respectively, the second symbol error rate 
being substantially less than the first symbol error rate. 

13. A network repeater having a plurality of repeater ports 
configured for sending and receiving data packets between 
remote network nodes via respective network media, the 
network repeater comprising: 

a first repeater core configured for sending and receiving 
data packets between a first group of the repeater ports 
according to a first data rate; 

a second repeater core configured for sending and receiv- 
ing data packets between a second group of the repeater 
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ports according to a second data rate slower than the 
first data rate; 

an auto-negotiation unit configured for selecting one of 
the first and second data rates for establishment of links 
between the repeater ports and the respective remote 
network nodes via the respective network media; 

a symbol error detector for detecting a number of symbol 
errors on at least one of the links operating at the first 
data rate, the symbol error detector comprising: 

(1) a first counter for counting a detected number of 
symbol errors within a first interval, and 

(2) a second counter for counting, within a second 
interval larger than the first interval, a number of the 
first intervals having the detected number of symbol 
errors exceeding a first prescribed threshold; and 

a controller for detecting an integrity of the at least one 
link based on the counter value of the second counter 
reaching a second threshold within the second interval. 

14. The repeater of claim 13, wherein the controller 
selectively changes the at least one link from the first data 
rate to the second data rate based on the value of the second 
counter reaching the second threshold within the second 
interval. 

15. The network repeater of claim 13, wherein the first 
and second thresholds corresponding to selected significant 
bits of the first and second counter values, respectively, the 
second counter being incremented based on a transition in 
the selected significant bit of the first counter value. 

16. The network of claim 13, wherein the first and second 
intervals correspond to first and second numbers of received 
symbols, respectively, wherein the first counter is reset at the 
end of each first interval and the second counter is reset at 
the end of each second interval. 
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